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WILLIAM Jd. CASEY, DIRECTOR OF CEN'I'RAL INTELLIGEMZE
SENATE SELECT CH'IMITI'EE ON IN'I'EILIGENZE HEARING

30 OCTOBER 1985

Overview of Administration Actions
on Counterintelligence and Security Countermeasures

INTRODUCTION

. Mr. Chalrman, many of the countermtelhgence (CI) and countermeasure

&

_(04) in1t1atives I w111 discuss today have been prevxously outlmed in recent

Congressmnal hearmgs dealing wzth the 1ntelhgence budget and mprovements

in the CI and CM arenas.v Others, however, wxll reflect some new approaches, E

' _stinulated in part by recent events, de519ned to strengthen our defenses -

agamst the host11e 1nte111gence threat. All of these 1n1t1at1ves have

resulted from the exerc1se of a very functmnal system for derzvmg ’

comterintelhgence and countermeasure pol1cy, and for making legal and

N ’resource dec:.srons The Congress, lead by the SSCI and HPSCI, has played an

- unportant role as part of thxs overall system. Your mterest and support of

Pnor to rev1ewmg the spec1f1cs of present and proposed admmstratmn
m1t1at1ves, it is nnportant to ensure understandmg of the administration's
pnnc1pal organization for developmg national CI and' cM proposals and

decisions. In January 1982, National Security Decision Directive No. 2
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(NSDD—Z), m part, estabhshed a number of senior mteragency groups (SIGs) to )
R assmt the Natlonal Secunty Counc11 (NSC) in carrymg out its R
respons1b111t1es. _ ‘The SIG for Intelhgence (SIG-I), which I chalr, 1s the
principal forum where the national perspect:we can be brought to C1 and CM
pohcy. 'I‘he SIG-I has two subordmate interagency groups (IGs) which reflect

the manner m which the Intelligence Community practices the craft of

o T 1) AN

. _countenng the forelgn mtelhgenoe threat. 'me IG for COuntermtelhgence
.(IG/CI) 1s chalred by the D1rector of the FBI, and the 16 for all other
countermeasures (IG/CM) 1s chalred by the Deputy Undersecretary of Defense for
- .‘ : Pohcy. Each agency or department of the Intelhgence Community, as
| appropnate, is represented on these IGs, as 1s any other Federal Govemment
I agency or department when matters under their cogmzanoe are bemg B .
: 'del:.berated. Secretanat and staff support for these mult1—agency groups 1s

T prov1ded from elements of the ICI's Intelhgenoe COmnumty staff. E 28X

The SIG-1 system supplements but does not replaoe other Execut1ve Branch

* g

pol1cy recomnendmg and unplementmg ent1t1es such as the DCI Secunty

Cotmuttee, the Natlonal Teleoommmcatmns and Infomatxon Systems Secunty

' COImuttee, the SIG for Technology 'I‘ransfer, etc. It does, however, have the .

I T
ST B -2 K g o
A - I - M

capability for and nussmn of ensurmg proper nat1ona1—1evel coordination of
all CI and CM matters. Many national-level policy and legal 1ssues are
developed or reviewed by the 1Gs and referred to the SIG-I with appropnate

recommendations. The SIG-I in turn endorses courses of action or refers

issues to the NSC for implementation decisions. - 25X1

S All Executive Branch policy recommending or policy establishing entities

act upon needs identified through their own deliberations, formal studies
. . .2
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conducted on spec1f1c problems, or as a result of requests from Congress. One
Apr1nc1pal tool which assists in 1dent1fy1ng needed mprovements is the
periodic net assessment of the "Host11e Intelligence Serv1oes 'Ihreat and us
Countermeasures."” ThlS study, conducted at the direction of the NSC, defines
the nature and scope of the total threat to the United States from hostile

" intelligence servides and assesses the effectiveness of our oountermeasures

'thereto. The reoommendatlons resultmg from these COrmmmty supported studies .

are subsequently acted upon by appropnate government agenc1es. Examples of

T

,other penod:Lc Execut1ve Branch formal exammatmns of our CI and CM posture
- are the 1982 study, 'Capab111t1es Against the Host11e Intelhgence 'Ihreat,
- 1983-1988, studzes of the adequacy of Us oountermtelhgence (March 1983) and

o 'countermeasure orgamzatlons (July 1983), CI Data Base Study (June 1983), .

'Interagency Research and Development Counc11 study on R&D to Counter the ' A

;Forelgn Intelhgence '.Ihreat (Septenber 1984), and the Macro Resouroes Data

Study (Deoenber 1984). Each of these resulted in recarmendatxons whxch have

been acted upon by pertment Federal Govermnent agencxes and departments to

unprove our capab1l1t1es to oounter t.he threat.

P ek L L e et e e

| ~ You w111 recall the act:.ons taken to examme how best to mprove our

a 'need for mltid1sc1pl1nary CI analysis since this is an example of an
exammatlon spec1f1cally requested by Congress. The Conm.lmty CI staff

| subsequently developed its study of Multxdlsmplmary Analys1s (November 1983)

 which was reviewed by the Bross Commission in arriving at its 1ndependent

assessment (Novenber 1983). 2As a result of this examination, we agreed on the

need for more formal structurmg of our deception analysis capab111t1es and

created a National Intelligence Off1oer (NIO) for Forelgn Denial and

v.a'.l‘ :

Intelligence Activities to provide guidance and direction to this effort.
TP SECRET
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ERE the locale of these operat1ons. Secunty is the responsmlhty of the
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When c1rcumstanoes mdldate, ad hoc panels or oonmttees are appomted

to foc.xs blue ribbon expert1se and attention on the resolution of counter

o threat issues. Examples of this approadn are the appomtment of the Secretary

of State s Adwsory Panel on Overseas Security (the Inman Panel) wh1ch

examined 1ssues relating to d1plomat1c securxty in the Umted States and

>; _ overseas, the Secretary of Defense s appomtment of a oommssmn (stilwell

Conmssmn) to revxew and evaluate DOD secunty pol1c1es and procedures, and

| the Information Secunty 0versxght Offloe exammatlon of Us mformatxon i

‘ secunty policies. Iwill amphfy the course of these efforts shortly.z

Tne Intellxgence COmmmty structure of the SIG-I and its subordmate

. oollaboratmn in CI operatlons ‘among the operatmg orgamzatmns with the DOD

elements ooordmatmg their operatlons w1th the FBI and CIA as appropnate to

nanagers/oomnanders of the md1V1dual federal and pr1vate organ1zat1onal

K ‘entit:Les. Secunty is complementary to CI with the Intelhgenoe Conmumty

settmg standards and policies, but mplementatxon is the responsmllxty of .

‘the 1nd1v1dual organlzatlon.

Many of ’you, and those of us in the Intelligence Community, have

expressed concern over cases in the past year exposing agent operations by

" hostile intelligence services which have given them access to classified and

sensitive information. The Walker case in particular has done grave damage to

" the national security, and there is no way to ameliorate that fact. I would

4
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IGs is for pollcy ‘and plannmg. Respons:.blhty for cI operatlons rests with .~

"the FBI and CIA and the mxhtary servme agencms of DOD. _ 'mere is close Lo
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pomt out that US cI operatrons and secaurity practroes in other 1nstanoes have

prevented such damage. Had ‘I‘homas Cavanagh been sucoessful 1n h1s mtentmns,

he may well have compromised Phld‘l, in dollar value alone,

represents tens of b11110ns of dollars. I cannot calculate the damage that

would have meant to our defense posture. William Holden Bell and James Harper

were exposed Penyu

Kostadinov, a Bulgarian intelligence agent, was arrested

Whlle th1s is gratrfymg, we have not let down our guard. On the

oontrary, we oontmue to do everythmg thhm our power to look for ‘

,penetratxons WOrkmg w1th mformatmn reoelved from these and other defector

~ sources, gives, I

believe, a sound ins'ight as to whether or not we are benetrated._

The ClA has been functioning for almost 40 years. The known loss of
information through espionage and defection has been remarkably low,

particularly as compared with the experience of our allies in Europe. E

5
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What I wish to emphas1ze to you is that although our .

ot

-5é> defenses have occasiona11y been breached the system for

L defend1ng aga1nst such breaches and detecting them is a11ve and

well and is being 1mproved, with your help,’on a continulng
basis. This Committee has been apprised, 1n varying ways, of
past accomp]ishments. I will review some of those results as I
highlight selected initiatives now being implemented and what

measures we are consider1ng for the future in this area. Keep 1n T
- mind that the SIG I and its subordlnate IGs ma1ntain a general -
nat1ona1 context awareness of all of these 1n1t1at1ves wh1ch

fac111tates their being mon1tored and coord1nated throughout the

Federal Government. ‘ 25X1

We are and should be highly concerned about losses of
informatfon through technical penetration of all sorts --

recorders, telephones, typewriters, computers. One has to

8
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~ Congress. Ta1k1ng to the press about 1nformation rece1ved in
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problem, not all of it.
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.believe, however, that medIa leaks wh1ch broadcast sens1t1ve
-1‘1nformat1on and frequently fa]se 1mpress1ons across the world do

more damage than anyth1ng e]se, not oniy to our 1nte111gence

capabil1t1es, but also to our reputation for reliability and our

ability to deal with other services and other nations. Over the

Tast two years, 183 publications of unauthorized disclosures were

reported to my Security Committee by agencies in the Intelligence

_Community. There were certain1y more that were not reported.

Among them, these agenc1es conducted 193 1nvestigations of those.

4 s
a

| ]eaks. (More than one agency may investigate the same Teak. ) pééd
Forty-eight cases were referred to the Department of Justice. .
 Only one of these, the Morison case, was prosecuted. o 25X

Virtua11y every klnd of source we have has been damaged by '

aunauthorlzed disclosures over the 1ast couple of years. Much of

it results from briefings to and gratu1tous comment by Members of

briefings Jeopard1zes the lives of agents. Public discuss1on of

what we knew and when we knew it and a11 publication of _ R

_ informat1on recelved in 1ntercepted communicatlons can result in

the loss of cr1t1ca1 sources. Statements about the Howard case

indicating somethlng very wrong at the CIA caused peop]e around

the world helping us to reconsider their cooperatlon.[:::::::: 25X1

As I said earlier, the oversight committees are part of the

25X1

9
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o The Executlve Branch produces these damaging 1eaks as we]]
é"f-.ih‘ as the Congress._ The Pre51dent has 51gned a dlrect1ve extendlng.
h the use of the polygraph in 1nvest1gat10ns invo]v1ng the
compromise of security information and has under considerat1on
further steps to establ1sh,better discipline over c]ass1f1ed
information and more clear-cut workable penalties for its
unauthorized use. Last year in an agreement between me and this
‘ committee, it was recognized that public references'to covert
o actwon act1v1t1es by elther the Executive or Legis]at1ve Branches
é}i :: are inapproprlate and that the long estab11shed policy of the US e

" Government js not to comment publicly on c]assif1ed inte]ligence

TN

R activities.‘ As we stand today, you have been authorizing large

\

sums to enhance 1nte1ligence capabillties and permitting loose

co i talk to serious1y damage their va]ue. I am ready and anxious to

L take the steps necessary to correct this situat1on. = 25X1

atg e
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WHAT'S BEING IMPLEMENTED

The IG/CI and IG/CM are wrrehtly actihg on recommendations made in the
1985 nationel assessment of the hostile inteliigerioe threat, the latest -in a
process of looking at the threat which was initiated in 1978. Fifteen

. ¢ &
recmmendetims were made in all. Among these 'are ones dealing with national ¢ -

| policy guidance for foreign 'counterihtelligence activities 25X1
intelhgence threat, mprovement of dissemination and exchange of CI - *~ .. »z
o mformatlon on hostlle mtelhgence abroad, greater SIGINT support to CI
o ‘_ act1V1t1es, a natlonal—level pohcymakmg body prov1dmg gu1de1mes for
‘A counter—IMINT programs, pol1cy changes in polygraph exammat:.ons, review of )
Aresources available for deparhnent/agency analysis, and additional mteragency
~ training in specialized areas for FCI personnel. _ | _A ? 25X1
STRENGTHENED FCI CAPABILITIES =
- CIII\,' kt-:hevFl;IAand DOD are all appreciebly inefeésing resouroes dedicated
to CI. Since 1980, CIA has createc | CI positions to be filled by 25X1
officers having CI specialities or experience and by generelist operations
officers with training or experience in CI specialties. 25X1
25X1
25X1

10A
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These liatson 5. 251
relationships contribute to our knowledge of the hostil_ek serw}:i_ce's;. | 25X1
We believe that the success of the CI program of CIA's Dlrectorate of
Operations is based on the premse that each and every operatlons offlcer in .
: the Dlrectorate, be he a covert actlon spec1ahst or an operat:.ons generahst,
.'imust also be acCl off1cer. '.[here are, of course, CI spec1a1ists. However,
much of the1r Job is involved in studymg and analyzmg the work of the éw
operations off1cer who is mvolved in general operatxonal work. " 25X
Wehave 1earned | - o B 25X1
Eﬂxat the theft of Western tedmology is certamly h1gh up on the ~ M'-‘-;-;:-25x1-
lists of requirements of the hostile serv1ces. Tedmology theft is also, - N
B unfortunately, a success story on their suie. We are, therefore, undertak:.ng‘ S
a maJor program to defeat the1r efforts. We coordmate our efforts with many -
US agenc1es mvolved and often we ‘work successfully w1th fore1gn intelligence “; :
~ services with whom we have a lzalson relatlonshlp.‘ & ?5X1.
S v “"’25x1
11
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'Ihe unaut:honzed d1sclosure of clasmfled mformatmn and 1ts

pubhcatxon by the med:.a oontmue unabated._ Durmg the past two f1s<z1 years,

183 pubhoatmns of unauthor1zed d1sclosures of clas51f1ed mtelhgenoe were

reported to my Secnnty cOnmttee by Intelllgenoe c°mnm1ty agencxes. . Among

them, these agenmes conducted 193 mvest1gat1ons of those leaks. (More than -

one agen oy may mvestlgate the same leak.) Fortyhelght cases were referred to

- the Department of. Justloe. cmly one of these, the Morlson case, was

o prosecnted. I have already dlscussed some damages caused by leaks in the -

Adulle Lauro mc1dent.

. j The dlsclosure of clas51f1ed mformatmn to the news medla by cleared

ind1viduals ‘damages the national semrity. It hampers or destroys

mt:elhgenoe gathermg operations. It helps hostile fore1gn governments

operate against the United Stat'es.- It is a reprehens1ble breach of trust.

And it is costly to the US taxpayer. Finally, it undermines the credibility

of our entire security system. The drumbeat of disclosures makes it easy for

the John Walkers among us to rationalize that they are smlply sellmg for cash

that which the "official who spoke on the condition he not be named” are

giving away free.
, 18
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In 40 cases, the classified information was leaked and published within

30 days of its production as an intelligence report.. 25X1
25X1

Unknown does not mean the damage 1s not 25X1

_grave or serrous, smply that an accurate estimate cnnnot be made at the

_umeE

'I‘here is a growmg pubhc awareness of the pernrcrous effect of leaks

' .upon the national security. W1th Morison, we have Just seen the f1rst |
o oonvrctmn of an md1v1dua1 under the Espmnage Act for prov1d1ng classifred
o mformatmn to a publlsher. Thls 1s good because it shows the crunmal
| Justloe system can deal w1th aggravated cases of this type 'I‘here may be a -'
‘down srde, however. Thrs convrctron may be used to argue agamst the need for
a statute to cnmnallze the spec1f1c cr:une of passmg class1f1ed 1nformatron
| to be published, thus making it avarlable to the entire world, includmg the
KGB. 'me Morison case was unique. Scores of classrfled leaks are publ1shed
" 'Whld'l may be Just as damagmg but which may never be prosec.lted. We need to
| ] show the pohtrcal Wlll to stop the hemorrhagmg of class1f1ed information.
"and there are s1gns that the COngress is beoommg sensrtrzed to this need.
Two bills are pendmg whrch would make leaking a crime w1thout having to call
it espionage. Passage of such a law would show the will of the Congress to
stop this outflow of sens1t1ve data, would put leakers on notice that they are

in greater jeopardy, and would let the public know that the government is

serious about keepmg its military, dlplomatm, and 1nte111genoe secrets. 25X1
' S : ' 19 : :
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| ' Already, some segments of the med1a have cr1t1c1zed the convrctron of
Samuel Morison on the grounds that he was not a spy in the classrc sense of
working for a foreign intelligence service. The compromise of classrfied
information, regardless of the reason, damages our security. Proposals to
reduce the nunber of cleared people and to reduce the amount of classified
3 :Lnfornatron simply do not face the root of the problem. 'mose who are C
:authorl.zed to recelve our secrets must behave responsrbly.» If everyone

~decides for hmself which secrets wrll be kept and wh1ch secrets w111 be

disclosed, we have no security.

there

- : the1r subordmates 1f they dlsclose c1ass1f1ed 1nformat1on to support the

boss's object:wes. Most 1eaks come from mtellrgence consumers rather than

its producers. 0.1r ab111ty to mvestrgate, mcludmg the use of the

‘polygraph, is weakest among those who are most lrkely to be the source of the

leaks.

Measures to deal with 1eaks are soon to be considered by the National
Secnnty Plannmg Group (NSPG). Optlons mclude possrble proposed legislation
and a system to account for and control authorized drsclosures.z‘

Personnel Security

Personnel security is the most important part' of any effective seaurity

program. No sewrrty program will be effect:.ve if, within the most elaborate
20 .
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“is a reluctance to mvestlgate leaks. 'Senior officials seem likely to protect

25X1



constramts, cause var1at1ons over a penod of t:me even in the program of a

e adjudmators ineV1tably lead to less thorough investigatmns and to clearance vﬂ;__

dec1s1ons whmh mght have benef1ted from longer, more aareful scrutmy of the

Approved For Release 2009/09/03 : CIA- RDP86M00191R000300560002-0

phys:.cal, techmcsl, commm1@tions, and information secnrity SYStemS, there

| is an individual who has been cleared for access to our most v1ta1 secrets who
'is delivering those secrets to our opposition. While total elunmatmn of the

~ threat posed by such md1v1duals may not be possz.ble, effectwe measures to

dxsoourage such persons from committing treasonous acts and to expose them

before extensive damage is done are under way. . . - 25X1

'Ihe personnel secur:.ty programs of US Government departments and :

agencies are uneven at any glven time External factors, notably resource .

'smgle agency.' Heavy case loads and madequate nunbers of invest1gators and §3 »

'- investxgatwe reports. F1rst class personnel seclrity prograns requ:.re f1rst

line resources. G e R e o . 25X1

Pursuant to the statutory responsnnhty of the DCI to protect ‘

mtelhgenoe souroes and methods, my Security Committee fornulates personnel

| 'sec.lnty standards for approval for acoess to sens1t1ve oompart:mented
i 1nforrrat10n (SCI). These standards, enbodled in Dlrector of Central

. Intelhgenoe D1rect1ve 1/14 ’ apply um.versally to government employees,

mlhtary personnel, oontractors ¢ and staff personnel of the leglslatlve and
jud1c1a1 branches of government who receive 'SCI. DCID l/l4 is the only

uniform and the most stringent interagency personnel sec.1r1ty 'yardstick in the

'US Government. It authorizes polygraph testing for those employed in or

affiliated with organizations which have polygraph programs. Decisions have

25X1

been made in tlus area which I will discuss shortly.
21 - :
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L .:basm techmque for all of its elrployees.' NSA uses 1t for screenmg c1v111an

found emprncally that the polygraph is an invaluable adJunct to personnel

Approved For Release 2009/09/03 : CIA-RDP86M00191R000300560002-0
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I believe the high standards of DCID 1/14 should be applied more broadly

to other sensrtrve information and that polygraph testmg should become a
mandatory procedure for all persons nominated for SCI approvals. Smple logic

drctates that secunty processing should be the same for all of those who have

access to the same mformatmn, regardless of where they are employed We are

moving to accomplish this. e A, A - 25X1

CIA is the only agency whrch routmely uses polygraph screenmg as a

. employees and some m111tary personnel in spec1a1 access programs Both have ¥

: secunty mvestrgatrons.

: i CIA has placed mcreased emphas:.s on a thorough securrty review of new
"__employees before they ccmplete a three-year probationary period. 'nus
includes a full soope polygraph (both 'lrfestyle _ and counterintelligence

R questions are used). | Use of this program played a large} role in the release

| from employment of Edward Lee chard vnule the policies and procedures
leadmg to termmatlon of Howard's CIA employment undoubtedly require close

scrutiny, it is clear that polygraph testing surfaced multiple concerns about

his suitability. . : ' T : 25X1

A key aspect of personnel sea.u:ity programs is reinvestigations. People

change wrth time. The person hired today will be srgmfrcantly drfferent,
: 22
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St engagmg in esplonagec some have spied on their country to finance

| by the Um.ted States. There is little doubt that mot1vations for espzonage o
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physmlogmally and Psyc:hologuzlly, ten years hence. The recogmtlon of that |

ynamlsm is mportant in ensurmg contmued semnty suitab1lity. : CIA'

reinvestigation program, which mcludes repolygraph- testmg, resulted ‘ 25X1

" terminations in FY 1984. The Scranage case resulted in part from thls

reinvesti._gation program. . S o : ‘ 25X1

- We need to g1ve more attentlon and study to how and why we make

dec1smns on clearmg people for access to class1f1ed mfornatmn. ‘Four -

deczdes ago, semnty screenmg for sensxtwe pos:.t:.ons foaxsed on the
md1v1dua1's loyalty to the Umted States Government. Wh11e loyalty remams
1mportant today, esp1onage and treason cases m recent years J.ndlcate that

knowmg somethmg about the ind1v1dua1's cwn attltudes and agenda have becane

1ncreas1ngly :unportant. There are signs that some have enjoyed the adventure

hfestyles they could not have otherwxse afforded ‘some may have turned to

e DT e Sk PR
deor L TR
. : oo e 4

spymg for the Sov1ets bemuse they were rejected as mtelhgence operat1ves

‘are mch more complex than sunply enbracmg an ahen 1deology or, for that

-matter, snnply sellin_g out the country for money. e 29X

Our personnel secunty prograns have been weakened to some extent by

' recent legal and soc1a1 changes.' Access to certam off:.c:.al records at the

federal, state, and local level is being denied to non-law enforcement

mvestxgative organizations with substantive security respons:.b111t1es.

Legislation may be needed to make such records available, as they once were in

certaincases.,g_ L S 25X1
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- Resources are needed to buxld the capablhty to conduct a v;gorous

polygraph program, ‘both for initial screening ‘and for remvest1gat1ons.

Additional resources are also needed for R&D of new: state-of-the—art polygraph

instruments.

: A 25X1

We do exhaustive studies of recent cases of espionage against the United

States and evaluate and share ‘among Intelhgenoe Commnity agenc1es the

have gleaned from these reoent mses plus that gamed through the

‘ unpreoedented h1gh level of defectors provxde us the opportumty to mtens1fy

lessons to be learned about secunty and counterintelhgenoe. Informatxon we

.- . S

such studies. ‘ N
25X1
T 25X1
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25X1

-~ terms of the resources involved,

We are moving ahead with a SECOM-sponsored project, led by USAF and

FBI psychologists, to interview people convicted of espionage in an effort to

- improve our understanding of motivation and behavior patterns.

‘There is a need to expand efforts to rlse the behavroral sc1ences more '
effect:.vely in m1t1a1 and ongomg personnel seo.xnty prograns Psydxologlcal
| : research amed at 1dent1fy1ng md1v1duals who are potent1a1 threats to
~~'.secur1ty is needed, as well as studzes to 1dentify behav:l.or which indmates a
’tendency to violate responsxbnities for mamtammg security. My Semrity

'Commttee has oonducted several semmars for behavmral sc1ent1sts and

l‘personnel semnty offwers, seekmg to 1dent1fy spec:.fxc studles likely to

1 produce useful results in th:.s area.

Industrial Semritl RS g o w .

Industrial security is the largest 6f the cour_ltermeasure programs in

‘during the FY 1983-FY 1985 period, and involving nearly 14,000 cleared defense

- facilities, over one million cleared contractor employees, and approximately

16 million classified documents entrusted to their safekeeping.

Most of the United States Government's effort in this area comes within

" the scope of the Defense Industrial Security Program (DISP), a comprehensive
) - : _ - 25
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act1v:.ty adnu.mstered by the Defense Investlgatlve Serv:Lce for DOD and 18

"~ other agenmes and departments. Markedly mproved pohcy development and

ocoordination 1s now effected in this area by the Natmnal Industnal Security

* Advisory Committee, established following a Countermeasures Orgamzatmn study

reconmendatmn. Complementmg DISP efforts is the FBI s Development of

Counterintelligence Awareness (DECA) program which alerts ‘contractors in 2oX1
o selective government projects to the danger from hostile mtellxgence
collectors. T e e O 2sxd
iy

B
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| Under Consideration

We have examined here what has been done in the past and what

initiatives are presently being earried on. Now let us lookatwhat 'the

future holds. , . : , . | _ - 25X1

The espronage cases of the recent past have mdrcated that flaws ex13t

in our methods of protecting sensitive US Government information from forelgn

" ‘collection. The presence in the Umted States of hostrle mtelhgence
offrcers has been permitted to grow to a 1eve1 which has made the task of the e“
o FBI and other countermtelhgence arms of the government exoeedmgly 2 ks
= o dlffqut. : . : .;‘3325)(1

'me followmg are some of the Presrdentral mrtratrves Whld‘l are bemg _

taken to lmut or prevent these breaches in our semnty. ‘These steps have

" been worked out within the Intelhgence Commmrty, advanoed through the s16-1 %
e ‘system to the Natronal Secunty Councrl where they were forwarded toand -‘-:iﬁ}gz :
_ approved by the Preszdent. o j S o h 25X1

25X1
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”The use of the poiyg}:aph frec}uentlyris the only effeotive means of
‘ invest1gat1ng unauthorlzed dlsclosures of c1ass1f1ed information. This is a
oonsensual cnme, known only to the dlscloser and the rec1p1ent of the |
classified infornat1on. If we are to make progress toward closing off this

free flow of mformatmn to unauthorized persons, increased use of the

polygraph is essent1a1A. e " __ . 25X1
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Security Awareness

At Pres:.dentlal dlrectz.on, all agenc:.es and departments of the US
Government will embark on a new program of secunty awareness, wn:h procedures

establ1shed to ensure a high level of consciousness among those having access
37
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'to classﬁled or sens:Lt:.ve mformation, to the threat from fore1gn sources.-

This program mcludes the requ1rement for perlodlc formal brxefmgs on this
threat. Such systems are in plaoe in some areas. The FBI has a long-standmg
DECA program to alert defense mdustry personnel of the threat posed by
hostile servroes The DOD Industnal Secunty Program (DISP) is aimed at the

Defense estabhshment, other federal departments and agenc1es, and 14, 000

_cleared contractor fac111t1es w1th approx1mately 1.4 million cleared

employees. Last year, a senes of semmars m semnty awareness and

education for secunty educators throughout the government was 1n1t1ated by my

. Seaurity Conmlttee. This effort w111 assist in provxdmg up-to-date

mformatmn and examples for use by those respons:.ble for sewnty awareness

Each us Government department or agency w111 be requ1red by a new T

Presmentlal 1n1t1at1ve to establish prooedures requirmg enployees to report

' oontacts w1th all 1nd1v1duals of any natlonahty who seek sen51t1ve or :

classiﬁed mformatlon, and to report any oontact w1th nat1ona1s of critena

~countries. “hese contacts w111 be reported by the respons;.ble agency to the

" FBI in the case of employees in the Um.ted States, and to the CIA when the =

employee is located overseas. Ex1st1ng reportmg requ1rements will continue

in foroe.

" CONCLUSION

The NSC-level SIG-I structure provides an effective mechanism for

developing, monitoring, review, and ocoordination of counterintelligence and '
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other countermeasure policy and programs. Ve are making good progress. o . 25X1
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: CI programs are carr:.ed out by FCI agency program managers to meet both

o nat1ona1 and departmental requlrements, under NSC-level and statutory

RN department or agency s total operatlons. Overall semrity pohcy is set by
' i :"several pol1cymak1ng elements, such as the Informatmn Secunty Oversight -

o v__.fOffroe, DCI Semnty Coxmuttee, Nat1ona1 Industnal Secunty Advrsory

guidance. Resources are in theMNFIP and managed primarily as part of the

Intelligenoe cOmm.lnity budgetary process, - ' _ 25X1

Secnnty prograns are carr1ed out by agency program managers who ‘

R _v'custom-frt and budget them to respond to the part1a11ar requlrements of the1r

o aCommttee, among others. Interd1sc1p11nary meshmg 1s effected both at the -

NSC 1eve1 and, m part, through the DCI Sec.xnty COnmttee.' Resouroes for

secnnty programs are largely outsxde of the NFIP and are not centrally

i . L

- managed 'I‘hey are handled as part of the government 5 regular budgetary

_ process mvolv:.ng department/agency resource managers and OMB ) o . 25X1

In oonclusmn, e are preparmg to meet the increased challenges in the

o _next few years through-”:”

| —  the additional money and positions recently authorized by

Congress,
— a deliberate program of building upon the unigue capabilities
of each organization in the Community,
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A — more intenswe cooperatmn and ooordmatmn vuthin the
Intelligence COmnumty such as you have seen on the techxucal secunty

threat to our embassies, B G

—_ 1ncreasmg the staff support on these issues to the DCI and

AN ._Dncx with the NIO/FDIA, e

— the upgradmg of CI and security concems in the State
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